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ABSTRACT

See-In-The-Middle (SITM) is an analysis technique that uses Side-Channel information for differential cryptanalysis. This
attack collects unmasked middle-round power traces when implementing block ciphers to select plaintext pairs that satisfy the
attacker’s differential pattern and utilize them for differential cryptanalysis to recover the key. Romulus, one of the final
candidates for the NIST Lightweight Cryptography standardization competition, is based on Tweakable block cipher
Skinny-128-384+. In this paper, the SITM attack is applied to Skinny-128-384 implemented with 14-round partial masking.
This attack not only increased depth by one round, but also significantly reduced the time/data complexity to 2'*93/2!493,
Depth refers to the round position of the block cipher that collects the power trace, and it is possible to measure the
appropriate number of masking rounds required when applying the masking technique to counter this attack. Furthermore, we
extend the attack to Romulus’s Nonce-based AE mode Romulus-N, and Tweakey’s structural features show that it can attack
with less complexity than Skinny-128-384.
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Fig. 1. Cipher State with labeled bytes.

Table 1. Notations in Skinny-128-384.

Notations Description
m; i" byte in State
Tk, " byte in Roundkey (i=0,...,7)
tk, i byte in Tweakey (i=0, ...,47)
TK1, 7K1, =tk, (i=0, ...,15)
TR, TR2; =tk ,, (i=0, ...,15)
TK3, TK3; =tky,,; (i=0, ...,15)
[z | Bit length of =
g State after the " -Round SubCells
' (i=1, ...,56)
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Tk() Tk]l Tk,z Tk]3
rks rks rke rkr

Fig. 2. Roundkey State with labeled bytes.
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Fig. 4. Tweakey schedule in Skinny-128-384
(MSB 64-bit is leftmost 64-bit of State).
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Table 2. Notations in Romulus-N

Notations Description
N Nonce
) i block in Associated data
Alil .
(i=1, ...,a)
. . i" block in Message
M), Qi . X ’
), i Ciphertext (i=1, ...,m)
7 Block cipher encryption using
(K, Te, B, D) encoded Tweakey
J Bit where ¢ is connected j
! times, i€ {0,1}, j€{1,2,3, ..}
T Tag

v Vv
| N
w N

Fig. 3. The Skinny-128-384 round function applies five different transformations:

SubCells (SC),

AddConstants (AC), AddRoundTweakey (ART), ShiftRows (SR), MixColumns (MC).
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Fig. 5. The Romulus-N Nonce-based AE mode. 1fsr 5 (D) is D and Isb, (X) is the rightmost a-bit of X.
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01 000O0O0O0
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Fig. 6. 8 X8 binary matrix G,
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. g&El Skinny-128-384 SITM 34
3.1 7| Metel 7-2H2E Skinny-128 Rk IHE

7] Ak Skinny-1289] SITM 3462 T-2Re=
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delZ 5 $Rle] AR AAE 4 Qlek & %’Z‘iﬁ
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S, 9 Active S-box 77t UV} Sle 8 27202
ArksISIct. 5,2l 0o obd AREE A% gle] oprk

S1 S2 S3 Sa

Ss Se Sy

Fig. 7. A 7-round Skinny-128 differential
pattern. Active bytes are colored in red. blue,
green. Each blue and green bytes have the
same difference value. Grey bytes may or may
not be active.
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Differential pattern 1.
E | ||

Differential pattern 2.

Ss

Sl SZ SB 54
S Se S7 Sg
Differential pattern 3.
5, 5 s S
Ss Se $7 Ss
Differential pattern 4.
H ] |

S S, S3 Sy
Ss Se S7 Sg

Fig. 8. Four 8-round Skinny-128 differential
patterns. Active bytes are colored in red.
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Table 3. Probability of six 8-round Skinny-128
differential patterns using u.
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Pr. 92” 4.68 92 4.68 274.79 274.79 274.88 274.93
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Fig. 9. Forward 2-round differential pattern in
differential pattern 1.
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S-box before 2-round SubCells

u 2 32 16 48 128 144

N 219.3‘2 219.32 219.21 219.21 219.12 219,12
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Table 5. Experiment results of SITM attacks on
Skinny-128-384 using 8-round differential patterns.

#

(u) is the number of u used in attack and #(R) is

the number of 1-Roundkey Candidates.

#(u) 6 7 8 9 10 11

Data | 2939 | 9972 | 9998 | 91021 | 91042 | 51061
#(R) | 212956 | ot | 922 1 172 | 14 | 1.26
Pr. 1 1 1 1 1 1
#(u) 12 13 14 115 16 17
Data | 21076 | 91089 | 91103 | 91116 | 91127 | 1137
#R) | 1.29 | 1.26 | 1.25 | 1.06 | 1.02 | 1.02
Pr 1 1 1 1 1 1

S-E75 Bshe Ao AR
ofl, E]'?'E‘E | TR Nert Ao 24 B

H=E T
=5 FY 7 ook w1670 uE ARSEE
A& 71Eor 34 BARE Axsid o3 R

Time Complexity:

2 (2127 4+1.02 x 21127 +1.02% %
~ 214.93

211.27 ++1025 x 211.27)

Data Complexity:

2 (217 41,02 X 2177 4+ 1.02% < 2T 4 +1.02° x 2'17T)
2214.93

Memory Complexity:
219.32 _,’_219.32 — 220.32
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6 WA

A g A %bl?/l%:% ’\}%3}% =

ST e AL 249 7

R ARE AR Bag Ao wlo]= Feole}.

V. Romulus-N SITM 34
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EZ 2e gl o 39S

384-bit Tweakey
TK1(= tko|| ...|| tk_15) Ifsrsg(D) || B || 04
TK2(= tkyg| - || ths1) Te

TK1: tkg tky tke tk,

@ @D 57} @

TK2: tkqg thkq; thkoy thkys

® &b @D &®

TK3: thks, thss thsg  thso

Il Il Il Il

1-Roundkey: rk, rky rke rk;
Fig. 10. Leftmost 64-bit masterkey recovery
using 1-Roundkey. Blue value is known

information and red is unknown information.

Fig. 10.3} ).

K9] 3}9] 64-0]Ex= Tweakey Schedule® 7§41%
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Fig. 11. 7K1, TK2 and 7TK3 value after Tweakey
Schedule. Blue is known information and red is
unknown information.
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Fig. 12. Skinny-128-384+ SITM Attack area on
Romulus-N.

r2

I dlo]e}E Tweakeyol AR |0l kS F5Pd =
B2ox] AM23R= Tweakeys B78 4 Qlc}. &
BT 3440 AARE 34 St ARlelA
~2-2R=I)E F3he #el7} slek Skinny-128-384
9Jr Romulus-Nell ®jgt 54 =A4t=% Azfsd Table
6.2} 2t

= o

Table 6. Comparison of the SITM attack
complexities on Skinny-128-384 and
Romulus-N.

Cipher Depth| Data Time | Memory | Ref.

26.58 22 19.59

Skinny- 7 2 o(2*%) | 2 (6)
128-384 8 91493 914.93 20-32 Ours
Romulust 8 213.28 213.28 22().32 OUI'S
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